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AI in Real-Time: 
From Emergency Response to Corporate Security



Emergency 
Response AILLMs

Research AI in 
Practice





King’s Cross Fire, 31 casualties (1987) 



Kings Cross: What Failed?
● Various point to point communications

● Little/no inter-departmental communication

● Speed





Centralized Model 
https://www.aaai.org/ocs/index.php/ICWSM/ICWSM10/paper/viewFile/1468/1896

time



Broadcast Model (Public data)

https://www.aaai.org/ocs/index.php/ICWSM/ICWSM10/paper/viewFile/1468/1896

https://www.aaai.org/ocs/index.php/ICWSM/ICWSM10/paper/viewFile/1468/1896


Social Media in Emergency Response

FEMA National Preparedness report (2013) 

                                                                           

  
https://www.ustelecom.org/emergency-911-service-and-the-role-of-social-media/

The convergence of social networks 
and mobile has thrown the old 
response playbook out the window.

Michael Beckerman, president and CEO of the 
Internet Association.

During and immediately following 
Hurricane Sandy, “users sent more 
than 20 million Sandy-related 
tweets, despite the loss of cell 
phone service during the peak of 
the storm.”

https://www.ustelecom.org/emergency-911-service-and-the-role-of-social-media/


What’s an Event?



a thing that happens,
especially one of importance..



Event: 5W1H
What? Who? Where? When? 
Why? How? (Xie et. al. ‘08) 



Types of Emergency Events

● Chemical
● Drought
● Earthquake
● Fire 
● Flu
● Food Safety
● Heat Wave

● Thunderstorm
● Tornado
● Tsunami
● Volcano
● Water Safety
● Wildfire
● Winter Storm

https://www.redcross.org/get-help/how-to-prepare-for-emergencies/types-of-emergencies.html

● Highway Safety
● Hurricane
● Landslide 
● Nuclear explosion
● Poisoning
● Power outage
● Terrorism

https://www.redcross.org/get-help/how-to-prepare-for-emergencies/types-of-emergencies.html


Why are emergencies so complicated?  
● Unexpected events, speed

● Geographic spread

● So MUCH information (what is informative and what is not?)

● Fragmented information 

● Logistics: efficient deployment of resources

● What’s important, to whom?



https://onthemap.ces.census.gov/em/

Important Events



Temporal vs Spatial Distribution



https://onthemap.ces.census.gov/em/

Frequency of Emergencies

Emergency or disaster 
declarations

https://onthemap.ces.census.gov/em/

https://onthemap.ces.census.gov/em/


https://onthemap.ces.census.gov/em/



https://ourworldindata.org/grapher/number-of-natural-disaster-events?time=earliest..latest



https://www.lensculture.com/articles/zed-nelson-the-new-nation-makers-of-south-sudan

Jason Patinkin/The Associated Press

https://www.lensculture.com/articles/zed-nelson-the-new-nation-makers-of-south-sudan


https://www.vox.com/2015/6/23/8832311/war-casualties-600-years



https://www.vox.com/2015/6/23/8832311/war-casualties-600-years



Use 
Cases

● Public sector, NGOs
● Corporate risk (all industries)
● News & journalism

○ Physical 
○ Cyber
○ Executive protection

Public 
Data Alerts
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AI



AI

Predictive 
AI

Generative 
AI

Detection Summarization



AI

https://www.vox.com/science-and-health/2019/1/4/17989224/intellectual-humility-explained-psychology-replication?fbclid=IwAR0sCKV_r8cAqVkX02AXYyeI1LJvMEBxMubcFfxR3vivi7Ab0Iqm
2UnACnM



AI

https://www.forbes.com/sites/gilpress/2016/12/30/a-very-short-history-of-artificial-intelligence-ai/?sh=1f1171fb6fba



AI 
Model



AI 
Model

Data



AI 
Model

Data Label



AI 
Model

INPUT CONTENT



Eliza
1966



Data



AI 
Model



AI

Human-like

Traditional 
statistical 
techniques

“Mimic” brain



Deep
Learning

https://towardsdatascience.com/everything-you-need-to-know-about-neural-networks-and-backpropagation-machine-learning-made-easy-e5285bc2be3a



AI

AI

Predictive 
AI

Generative 
AI



Applications of

AI

Advertising Search Spam

Social Media

News

Customer SupportManufacturing Transportation 

Everywhere there are repetitive patterns



AI
Audio Processing Computer Vision

Natural Language Processing
(NLP)

Sensor Data

Multimodal
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Computer 
Vision



Computer 
Vision

identify and label scene, objects, actions, etc. 

Given an image or video...



Computer 
Vision

https://medium.com/@ageitgey/machine-learning-is-fun-part-3-deep-learning-and-convolutional-neural-networks-f40359318721#.wukv4xnp4
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Audio



Dataminr Proprietary and Confidential. This Information is for Internal Purposes Only.

http://www.youtube.com/watch?v=DdvN4WqJh6g
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Brief Intro 
to LLMs
(Large Language Models)



What is 
an LLM?



LLMs (Language)

GPT3

GPT4

LaMDA

Applications

ChatGPT

Bing Chat

Bard

LLMs (vision)

Midjourney V5.1

DALL E

Midjourney

Bing Image Creator

LLMs
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Building 
LLMs 
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Foundation 
Models

Text

Images

Audio

Sensor 
Data

Video

Data

Training
Foundation 

Models

Adaptation

Tasks
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BERT & 
Friends
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LLMs

15,000x
Increase in 5 Years

Mid
2017

2018 2019 Mid
2019

Late
2019

2020 Mid
2020

Late
2021

2022

BERT
340M

GPT-2
1.5B

GPT-2
8.3B

T5
11B

Turing-NLG
17B

GPT-3
175B

GPT-3 
1T

Transformers
65M

Time

M
od

el
 S

iz
e

Megatron-
Turing
530B
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LLMs

15,000x
Increase in 5 Years

Mid
2017

2018 2019 Mid
2019

Late
2019

2020 Mid
2020

Late
2021

2022

BERT
340M

GPT-2
8.3B

T5
11B

Turing-NLG
17B

GPT-3
175B

GPT-3 
1T

Transformers
65M

Time

M
od

el
 S

iz
e

Megatron-
Turing
530B

LLMs in production 
at Dataminr

GPT-2
1.5B
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LLM
Training

Text

Images

Speech

Sensor 
Data

Video

Data

Training
Foundation 

Models

Adaptation

Tasks



AI

Predictive 
AI

Generative 
AI

Detection Summarization



https://www.saattrupdan.com/posts/2023-04-16-open-source-chatgpt-alternatives
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Challenges



Bad Actors Use AI to Rapidly Scale

Speed
Rapid acceleration in 

open source LLM 
availability (>100K)

Scale
LLM availability 
lowers technical 

barriers, making it 
easier to scale 

attacks

Disruption
Attacks on LLMs will 
increase, amplifying 

the disruption



AI Advantages

Speed Scope Relevance

Only AI can detect 
in real-time.

Only AI can address 
the volume and 

variety. 

Only AI delivers & 
prioritizes at scale.



Which LLM?



https://towardsdatascience.com/choosing-the-right-language-model-for-your-nlp-use-case-1288ef3c4929





Options on Leveraging AI 

Applications

• Consumer-facing
• Many free/low cost options 

(Bard, Bing Chat, ChatGPT, 
Midjourney, etc.)

Public APIs

• Used to build applications
• Low cost (for low volume)

Open Source Models

• Foundation models

Customized Models

• Custom built

Per Unit Cost at Scale

Technical Skills



LLM 
Challenges

● Cost
● Performance (latency, accuracy)
● Evaluation 
● Prompt “art” (not really “Engineering”)
● Stability
● Guardrails
● Hallucinations
● Benchmarks

Can’t rely “just” on LLMs (just yet)



Proprietary 
data

Compute,
Infrastructure

Expertise,
Processes



What’s Needed?

Data

• For training and/or evaluation

Engineering Skills

• Integrate into 
workflows/applications 

Problem Definitions

• Clearly define metrics and 
expected outcomes

Processes

• Achieve desired goals

Responsible Application of AI



Publicly Available Information

Applications

• Consumer-facing/B2B
• Different pricing models 

Public APIs

• Often subsets of public data

Data Repositories

• Academic and commercial

Custom 

• Collected internally from public 
sources

Technical Skills



Cost of 
LLM APIs

As a thought exercise, in 2021, DoorDash 
ML models made 10 billion predictions a 
day. If each prediction costs $0.004, that’d 
be $40 million a day!

https://huyenchip.com/2023/04/11/llm-engineering.html



Application 
Areas 
(VC Perspective)

https://www.sequoiacap.com/article/generative-ai-a-creative-new-world/



https://www.sequoiacap.com/article/generative-ai-a-creative-new-world/

Where We 
Are
(VC Perspective)



Speeding 
up at Scale

● Inference matters more than training

● Shifts in distribution of input and output data 
over time put pressure on sampling methods 
and fast (continuous) training (and labeling).

● Every millisecond counts (saves lives)

● Optimization everywhere (including cost)



Training & 
Inference

● Hardware

● Software: model compression, pruning  

● Processes: stacking, ensembles ++

● Complex and simple models



Research Directions



Three Phases

Phase 3: ExecutionPhase 1: Identification Phase  2: Extraction



● Allocate resources 
quickly and effectively

● Is the data relevant?
● Informative?
● What is the intent of 

the post?

● Who, what, where? 

Three Phases

Phase 3: ExecutionPhase 1: Identification Phase  2: Extraction



Popular 
Tasks

● Informativeness 
● Aid Detection
● Humanitarian Response 
● Eyewitness Account Detection



Predictive
Challenges

● Context (sometimes!)
● Reasoning (connecting some dots)
● “Extraction” of basic semantic 

information is STILL VERY HARD 
(disambiguating, … )



Summarization
Challenges

● Many (thousands, millions) of events
● Clustering
● Causality- critical
● Granularity (how much detail is 

enough? too much?)
● What to summarize? 



Multimodal
(our work at 
CVPR ‘20)

● Informativeness, 
Event, Severity

● Outperforms 
○ Text-only and 

image-only 
approaches & 
strong 
multimodal 
baselines



81

Cross-Attention Module

• A fusion method for integrating 
complementary information from noisy 
modalities.

• Prevents negative transfer of 
information between modalities on a 
case by case basis.

• Cross-attention layers combined with a 
self-attention layer.



Cascading
Networks



Cascading
Networks

Our work
at
ICML AI for Social 
Good  ‘19



LLMs



CLIP



Flamingo

https://huyenchip.com/2023/10/10/multimodal.html



Summary



Research Topics
● Duplicate detection
● Integrating information from multiple sources in real-time
● Real-time corroboration
● Detecting sub-events in real-time
● Disinformation 
● DeepFake & AI generated content detection
● Optimization of LLMs
● KGs
● Hallucination mitigation
● Attribution

 



State of the Art vs. Real World

● Data challenges
○ Bias, sampling, unseen data, metrics, labeling

● Computational challenges
○ Cost/performance/speed tradeoff at scale

● Knowledge challenges
○ Different stakeholders at different levels. What’s relevant, to whom?
○ DIfferent ontologies and Knowledge Graphs

● Situational awareness
○ Context, context, context (who, how, etc.)
○ Human behavior



Value of Real Time AI

Emergency 
Response

• Humanitarian assistance

Cyber Risk

• Vulnerabilities & digital risk 

Corporate Risk

• Physical asset protection

News

• Breaking news



Thank you!

Alex Jaimes
ajaimes@dataminr.com

dataminr.com
https://www.linkedin.com/in/alexjaimes/



END


